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Abstract— In industrial settings, ensuring adherence to Occupational Health and Safety (OHS) Personal
Protective Equipment (PPE) regulations continues to be a crucial challenge. The creation of a WebSocket-based
smart surveillance camera system for the real-time identification and reduction of PPE infractions is discussed
in the paper. The proposed system includes an ESP32-S3 microcontroller accompanied by an OV5640 camera
module, acting as an edge-processing embedded platform. The Edge Impulse machine learning framework was
used to train image classification and detection models, enabling efficient low-latency inference directly on the
device. A websocket enabled web server streams video frames in real time for constant monitoring, with instant
display using regular browsers without wasting bandwidth. Experimental results demonstrate that even with
limited computational resources, the system is able to perform on-device inference with very high
responsiveness and good detection accuracy. This technology provides a scalable and affordable way to enhance
OHS compliance monitoring in industry, reduce reliance on manual supervision, and encourage proactive risk
mitigation methodologies.

Keywords— ESP32-S3, OV5640, Edge Impulse, [oT, PPE, Webserver

I. INTRODUCTION

As occupational health and safety (OHS) violations in industrial environments have
increased, security has become an increasingly important consideration. Various measures
have been taken to protect premises, such as placing locking mechanisms on doors or
deploying surveillance cameras (CCTV)[1]. However, these procedures are still seen as
ineffectual in preventing workplace health and safety infractions because they frequently
rely on manual supervision and retrospective examinations of recorded footage rather than
proactive, real-time intervention[2].

With technical advancements, notably in the Internet of Things (IoT), internet use has
become more widespread, including in the sphere of surveillance. One application is the
usage of remote automated control systems built on devices like the ESP32-S3 and linked
to a websocket platform[3]. This integration produces a cohesive system where sensors,
cameras, and actuators communicate smoothly over a network, allowing for smarter, more
responsive security and safety solutions[4].

The industry has the potential to improve security by the use of video surveillance
systems. Modern video surveillance systems involve the use of a digital camera connected
to a computer (PC) to enable data storage and monitoring by means of a WebSocket server
[5]. The WebSocket server aids the bidirectional communication between the client and the
server through the establishment of a single, persistent connection after an initial handshake
with the client[6]. As opposed to the traditional web servers that make use of repetitive
HTTP requests, the WebSocket approach allows the use of an open, constant connection
that supports the instant bidirectional message transfer between the client and the server,
including the transmission of lightweight messages or binary messages that do not need
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reloads of the page[7].

The ESP32-S3 has dual-core processing, Wi-Fi/Bluetooth connectivity, and on-chip Al
acceleration, making it perfect for real-time image processing. Using Al models trained to
detect PPE (safety helmet, and safety garment.), it can locally evaluate video feeds and
provide alerts when violations occur, reducing data transfer and improving response
time[8]. Modern surveillance systems improve security and workplace safety by giving
real-time notifications for violations such as missing personal protective equipment,
restricted area entry, or unauthorized machine use[9]. By connecting these technologies to
cloud databases and dashboards, data may be stored for audits, trend analysis, and
predictive risk detection, allowing preventive measures to be implemented before accidents
occur[10]. Overall this represents a move from passive monitoring to proactive, automated
safety enforcement, which benefits asset security, worker safety, and regulatory
compliance[11].

This ESP32-S3-based PPE detection system brings out a novel way of safety
surveillance in the industrial setting through the fusion of edge Al and real-world
implementable factors[12]. Unlike typical PPE detection systems, which rely on costly
cloud servers or only focus on the simple detection of PPE without any context-related
interpretation of the results, the proposed work performs the entire inference on low-cost
ESP32-S3 platforms and provides valuable feedback on the safety aspect as well. One of
the novel aspects of the system is the real-time visual differentiation based on safety
compliance of the workers into two categories: one wearing PPE like vests and helmets,
denoted as green color-coded bounding boxes, and the other violating safety by the absence
of proper safety gear, denoted as red color-coded bounding boxes[13]. The novelty of the
system also lies in the optimization for mobile hotspot connectivity, and Wi-Fi connection
at the site of deployment, preferably at construction areas, storage units, or any temporary
working setup[14].

The integrated web dashboard provides live camera feeds at QVGA resolution
(320x240) with overlaid statistical data, including compliance figures, inference latency,
and violation notices, accessible on any computer connected to the same network[15].
Moreover, the system achieves fast inference times and upholds user privacy due to Edge
Impulse's model executing the entire processing on the same device. The interplay of Edge
Al, visualized compliance, mobility, and ease of development enables a functional safety
monitoring system that can be implemented at significantly lower cost than a standard
system, hence increasing workplace safety technology availability for smaller businesses
and transient working sites[16].

The paper proposes a real-time monitoring and alert control system that is achieved
using an ESP32 security camera system setup that has an integrated web server and an alert
sound (buzzer) component. The project uses an ESP32-S3 and a suitable camera module
(such as OV5640) to display the monitoring in a local website via Wi-Fi connectivity for
real-time monitoring and alert triggering. Users are able to monitor and control outputs
such as servos and buzzers using a common web browser interface. The project also
provides self-surveillance capabilities that do not require human interaction to generate
alerts through motion sensing and alert activation mechanisms that enable autonomous
surveillance and alert triggering without human intervention and without the need to install
applications like Blynk for alert triggering

II. METHODOLOGY
A. Machine Learning

Machine Learning (ML) is a powerful Al branch that may benefit businesses of all sizes
and sectors. It is a solution for replacing resources with high operational expenses. The
study aimed to evaluate the Edge Impulse platform as a machine learning tool[17]. The
system uses low-code Frameworks abstract complicated ML approaches, including data
processing and Al component structure. It indicates a reduction in time during the
development process[18]. Edge Impulse provides a user-friendly interface with clear logic
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flow. The study focused on an application for object recognition, with the goal of reaching
the system's potential. The system reported an autogenerated accuracy value of 97.9% after
training and 89% after retesting the initial 20 mice photographed from various angles,
indicating potential overfitting[19]. Although the system showed potential in classifying
items. Adjustments to the image collection can enhance the model's recognition capacity,
as the survey concluded with insufficient images[20].

B. Tensorflow Lite Micro

TensorFlow Lite for Microcontrollers (TFLM) is a software version of TensorFlow Lite
built primarily for running machine learning models on DSPs, microcontrollers, and other
memory-constrained devices[21].
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Figure 1. Implementation of Diagram TFLM

TFLM operates in four steps. First, TFLM reads the Resolver Operator specified in the
application. The Resolver Operator manages the TensorFlow API that will be utilized in
the microcontroller, minimizing its footprint[22]. The second stage involves TFLM reading
the existing memory size. In the application implementation, the allotted memory space is
commonly referred to as the "Arena" or "TensorArenaSize". This memory space will be
used to store inputs, outputs, intermediate arrays, and other variables required by the TFLM
interpreter. Developing a TFLM interpreter that takes the model, Resolver Operator, and
TensorArenaSize is the third step[23]. After that, upon initialization, the interpreter will
allot all necessary RAM. The interpreter will provide the application with a memory pointer
that represents the model in the fourth stage. After then, input data will be added to this
pointer. Following the completion of the input, the interpreter will execute the invocation
process, calculate the model, and generate output[24].

C. Experiments
The research process involved numerous stages, including literature review, needs

analysis, hardware and software design, dataset collecting, training model construction, and
accuracy testing and validation.

) ) . Accuracy Testing
Literature review Hardware and Data Collection s
Start ) ) . and Model Finish
and needs analysis Software Design and Model Training Validation

Figure 2. Research Method Stages

1) Literature Review and Needs Analysis

This is the first step of research, in which the researcher does a literature review or
research on prior studies to gather supporting data and theories. By accumulating varied
facts and supporting hypotheses from prior studies, the researcher can conduct a
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requirements analysis for the study[25]. The following are the requirements for this
research
1) An Al (artificial intelligence) development platform. In this case, the platform
employed is Edge Impulse Studio, which is available online at edgeimpulse.com.
2) The ESP32 S3 microcontroller and OV5640 camera serve as hardware for capturing
images of Personal Protective Equipment to be classified.
3) Arduino IDE is a microcontroller development software for programming the ESP32
S3 and OV5640 Camera.
4) A laptop with 8GB RAM specifications and Windows 11 operating system.

2) Hardware and Software Design

According to the requirements analysis, the necessary hardware is an ESP32 S3
WROOM, OV5640 camera and a laptop. The design is simple link the laptop and the ESP32
S3 via a USB cable, as illustrated in Figure 3

Laptop

ESP 32 S3 WROOM
USB Cable

Figure 3 Hardware Design ESP32 S3 and Laptop

The software used is Edge Impulse Studio as an Al development platform and the
Arduino IDE to program the ESP32-S3 and OV5640 Camera. Below is a screenshot of
Edge Impulse Studio and the Arduino IDE.
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Figure 4 Edge Impulse Dashboard Display

402
©Asosiasi Prakarsa Indonesia Cerdas (APIC)



Rivaldi Azis Sabarto et al. / Jurnal Sistem Cerdas (2025) Vol 08-No 03 eISSN : 2622-8254 Page : 399 - 411

Figure 5 Arduino IDE Display

3) Data Collection and Model Training

a) Data Collection

At this stage, the collected data is an image dataset, or images that will be used as a
training model for object classification. In this case, the images collected will be types
of safety wear. The sample image collection was obtained using an OV5640 camera
programmed through the Arduino IDE. In this study, the researchers will use four types
of objects to classify: Without PPE, Safety Garment, Helmet, Safety Garment and
Safety Helmet. The following is the number of sample data used for model training:

Table 1 Total dataset sample for training model dan testing

Object Train Test

Without PPE 28 16

Safety Helmet 30 17

Safety Garment 20 11

Safety Helmet and Safety Garment 20 10
Data Collected 152

Table 1 explains the distribution of the dataset used to train and test the model. The
dataset includes images that are divided into four classes according to the usage of PPE,
which are workers not wearing PPE, workers wearing safety helmets, workers wearing
safety garments, and those wearing both safety helmets and safety garments. A total of
98 training samples are obtained by collecting 28 images of workers not wearing PPE, 30
images of workers wearing safety helmets, 20 images of workers wearing safety
garments, and 20 images of workers wearing both safety helmets and safety garments
during the training process. For the testing process, the dataset includes 16 images of
workers not wearing PPE, 17 images of workers wearing safety helmets, 11 images of
workers wearing safety garments, and 10 images of workers wearing both safety helmets
and safety garments, which make up 54 test samples. A total of 152 images are gathered
to form the overall dataset used to train and test the model to check the usage of PPE at
the industrial level.

The Edge Impulse Studio system automatically determines the amount of sample
datasets when tagging submitted photos.
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Figure 6 Sample Data

b) Model Training
After uploading the sample data to Edge Impulse Studio, the next step is to label
each sample image individually so that they may be classified into the model to be
trained. The data is then equalized or divided between the training and testing
samples. This is accomplished by splitting the amount of training and testing samples
into around 80/20 proportions. This was done to increase the accuracy of model
training.

[@ Dataset train / test split ratio

Training data is used to train your model, and testing data is used to test your model's accuracy after training.
We recommend an approximate 80/20 train/test split ratio for your data for every class (or label) in your dataset,
although especially large datasets may require less testing data.

SUGGESTED TRAIN / TEST SPLIT 80% / 20%

Labels in your dataset ®

SAFETY GARMENT 91% /9% (10/ 1)

SAFETY HELMET 76% / 24% (13 / 4)
SAFETY HELMET AND SAFETY GARMENT 80% / 20% (8 / 2)
WITHOUT PPE 75% / 25% (12 / 4)

Figure 7 The collected data samples were labeled and split in a ratio of approximately

¢) Accuracy and Validation Testing

During the model training process, Edge Impulse Studio uses a Confusion Matrix
to calculate accuracy for each model training result. This matrix will compare each
categorized object to other objects and its backdrop. Lower error equals more
accuracy, and vice versa. The F1 score, or ultimate accuracy value, is calculated by
averaging the accuracy values for each object. As a result, the higher the F1 score, the
more accurate the training model. The F1 scoring formula can be found in the equation
below.
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o

F1 Score

| + |
Precision Recall

2 x Precision X Recall

Precision + Recall

Figure 8 Formula for calculating F1 Score

Edge Impulse Studio's Live Classification capability is used during the

classification testing procedure. To accomplish this, take these steps:

1)
2)
3)
4)

5)
6)

7)

8)
9)

Connecting the ESP32-S3 WROOM and OV5640 camera to the laptop.

Register the ESP32-S3 WROOM on the device list in Edge Impuse Studio.

Go to the Live Classification menu to start capturing images of objects and
classifying them.

Prepare trained safety clothing. The object can be an image from the
validation/test set.

Taking pictures and classifying objects.

If the classification process is successful, the image will be labeled and saved to
the dataset.

If the image classification process fails, replace the object by using a different
dataset or by improving the image capture quality.

If you have replaced the object with another dataset, repeat step 5.

The classification process was successfully carried out.

Start __,| Taking pictures and

classifying objects

Y

Connecting the ¢

ESP32-S3 WROOM

and OV5640 camera
to the laptop

replace
objects using

another

dataset

Was the
classification
successful?

\

Register the
ESP32-S3 WROOM
on the device list in

Edge Impuse Studio.

{

Yes

The classification
Go to the Live process was
Classification menu successfully
to start capturing carried out

images of objects
and classifying them

v

Prepare t(ained
SaJSjtgcikc);m)% ;: " images had Finish
image from the been saved in
validation/test set the dataset

Successfully
classified

Figure 9 Flowchart of how object classification works using ESP32-S3 and OV5640 camera
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I11I. RESULTS AND DISCUSSION
Based on the results of the implementation of the research method, several findings
from the research conducted can be discussed
A. Model Training Result
Edge Impulse Studio provides accurate results for each trained object instantly after
model training. The training results are displayed as a confusion matrix. The researchers
achieved the following test findings after completing the model training.

Last training performance (validation set) Letel

F1 SCORE®
94.1%

Confusion matrix (validation set)

BACKGROUND SAFETY GARMENT  SAFETY HELMET SAFETY HELMET AF WITHOUT PPE

BACKGROUND “ 0% 0% 0% 0%
SAFETY GARMENT 0% “ 0% 0% 0%
SAFETY HELMET 0% 0% “ 0% 0%
SAFETY HELMET AND 5. 0% 0% 0% “ 0%

WITHOUT PPE 0% 0% 0% 66.7%

F1 SCORE 1.00 1.00 1.00 1.00 0.80

Metrics (validation set) X
METRIC VALUE

Precision {non-background) @ 1.00

Recall (non-background) @ 0.89

F1 Score (non-background) @ 0.94

On-device performance @ Engine: @ | TensorFlow Lite =

INFERENCING TIME PEAK RAM USAGE FLASH USAGE
1167 ms. 283.1K 110.5K

Figure 10 Model Training Results as a Confusion Matrix

This matrix yielded the following results:

1) Safety Helmet and Safety Garment with 100% accuracy

2) Safety Helmet with 100% accuracy

3) Safety Garment with 100% accuracy

4)  Without PPe with 66.7% accruracy

5) F1 score with 63.2% accuracy

Several points may be made about the model training results above, including the

high accuracy of the Safety Helmet and Safety Garment, Safety Helmet, and Safety
Garment models. However, the Without PPe model had a lower-than-average F1 score.
This was due to the uploaded sample data being less accurately categorized. Another
factor was the limited RAM utilization caused by the target hardware, the ESP32-S3,
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which only has 512KB of RAM. As a result, the system compacted the learned model
such that it could be deployed to the ESP32-S3.

B. Live Classification Demonstration

The final model can be deployed to the device that will perform classification. In this
case, the device is an ESP32-S3 . To deploy the model, an Arduino library must be
generated and uploaded to the ESP32-S3. To deploy the model, navigate to the Deployment
menu in Edge Impulse Studio and pick the device to utilize. Edge Impulse will then
generate the Arduino library, which will be available for download once complete. The
library can then be loaded into the Arduino IDE and uploaded to the ESP32-S3 . After
successfully deploying the application to the ESP32-S3, the next step is to run an object
classification demonstration experiment with the ESP32-S3 and the OV5640 CAM,
utilizing photos of workwear from the testing dataset, as described in Chapter 3. The
following is a demonstration of utilizing the ESP32-S3 to capture photographs of work
safety apparel. In this test, the ESP32-CAM and OV5640 CAM correctly identified items
in test dataset photos displayed on a computer monitor. The test results can be found in

Table 2.
Table 2 System Test Results
Object Classification Result Accuracy  Number of Trials
1 time (immediately
Without PPE Without PPE ( Success ) 60.5 % detected)
1 time (immediately
Safety Helmet Safety Helmet ( Success ) 76,2 % detected)
Safety o 1 time (immediately
Garment Safety Garment ( Success ) 81,6% detected)
Safety . . .
Garment and Safeg gjlilr?l(eélt and S:;lfety 84.0% 1 tlmed ({[mlzle(zi(;lately
Safety Helmet elmet ( Success etecte

The following image shows the results of an image capture experiment using the ESP32-
S3 WROOM and OV5640 CAM, along with the classification results.

Safety Helmet (0.50)

7,

|| Safety Garment (0.94)

F

e
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PPE VIOLATION DET

»liant,

( ms)

compliant, 1 violations (17
> [1] Safety Helmet (55.1%) at [40,40 COMPLIANT
—> Summary: 1 compliant, 0 violations (17

5 —> [1] Safety Helmet (60.2%) at [40,40 8x COMPLIANT
> Summary: 1 compliant, 0 violations (17

[1] safety Helmet (76.2%) at [48,40 8x COMPLIANT
Summary: 1 compliant, 0 vieclations (17
[1] safety Helmet (56.6%) at [4 y = COMPLIANT
Summary: 1 compliant, 0 violation
[1] Safety Garment (66.8%) at
> Summary: 1 compliant, 0 vi
> [1] safety Garment (55
> Summary: 1 compliant,
> [1] Safety Garment (71
Summary: 1 compliant,
[1] Safety Garment (69.1
> Summary: 1 compliant, 0 vi
> [1] Safety Garment (61.
> Summary: 1 compliant, 0 0
> [1] Safety Garment (55 at - v COMPLIANT
Garment (50 at 6, 8x8] - v COMPLIANT
compliant, 0 violations (175.0ms)

Figure 11 Display of object classification results using Arduino IDE Serial Monitor

Based on the testing and demonstrations above, the researcher might draw various

conclusions about the relevance of this research to earlier research, namely:

1) The accuracy gained in this investigation was lower than in earlier studies. This is
most likely due to discrepancies in sample datasets and their processing prior to
training.

2) Although the accuracy is not exceptionally great, this study demonstrates that the
ESP32-S3 and OV5640 CAM can be utilized as object detection/classification devices
despite their relatively low specifications (512 kb of RAM).

3) The FOMO CNN architecture described by Edge Impulse Studio shows a visibly low
resource consumption, which makes deploying and training a low-end microcontroller
a straightforward process.

4) The Edge Impulse Studio Al platform has tools and libraries that ensure a simple
development process for AI/ML projects.

C. Demonstration Via Web Server

The system demonstration made use of the ESP32-S3's capabilities to host a web server,
which served as the primary interface for showing live camera footage and Edge Impulse Al
model inference results. The web server was accessed via a local Wi-Fi network by entering
the IP address displayed by the module after setup

408
©Asosiasi Prakarsa Indonesia Cerdas (APIC)



Rivaldi Azis Sabarto et al. / Jurnal Sistem Cerdas (2025) Vol 08-No 03 eISSN : 2622-8254 Page : 399 - 411

A
Total Detections: 1

Vﬁthout PPE §3.1% Inference: 186.0ms

7:00:28 AM

Total Detections: 1

X Without PPE: 0

Inference: 181.0ms

7:00:35 AM

Figure 12 Webserver Dashboard Display

The resulting web interface is designed to be simple and responsive on both mobile and
desktop devices. The homepage displays two main components.

1) Live video feed

2) Real-time Al detection results

The system automatically highlights identified regions with colored bounding boxes and
reports the violation in the online log. the demonstration procedure demonstrated that the
webserver was able to function reliably at an average frame rate of 8—15 FPS, depending
on the image resolution and Al model size. This speed is nevertheless suitable for
occupational safety monitoring, as PPE infractions often occur within a timeframe
detectable by the system.

D. Discussion

If implemented in industry with the resolution of QVGA, or 320 x 240 pixels, the
detection range can only reach 5-10 meters, stressing the need for multi-camera systems in
detecting wide areas. Also, the detection accuracy can decrease by 20-40% in situations
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where the lighting conditions are poor, there's high glare, or in outdoor environments, and
the use of infrared modules for 24/7 operations or hybrid automated manual methods
should be considered for increased accuracy. Moreover, the system can degrade with the
entry of more than 3-4 employees in the image, contrary to the requirements of assembly
lines where the density of employees can reach 40%.

To ensure the efficiency of surveillance, the cameras have to be placed at strategic points
where control is critical. These points include entry/exit points, boundaries of hazard zones,
or high-risk workstations where employees move across the zones. This is known as the
checkpoint model, in which 100% surveillance is ensured at critical points despite the
limited range of individual sensors. For this purpose, for large storage facilities or
construction areas, the ESP32 module needs to be employed on the basis of zoning, with
each module focusing on an 8x8 meter boundary to ensure overlap zones for seamless
transition.

IV. CONCLUSION

The results of this study suggest that using the ESP32-S3 and OV5640 CAM for picture
classification and PPE detection via a web server is an effective and straightforward
technique. Customers may do categorization at a cheap cost and without the need for
advanced programming skills thanks to the ESP32-S3 and OV5640 CAM, which are very
simple, affordable, and easy to program devices. Consequently, this application has the
potential to be developed and implemented in a number of industries, such as Robotics,
Manufacturing, food processing and agriculture.
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